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Introduction

This project covers fundamentals of infrastructure security. It includes
activities such as configuring firewall rules, deploying Snort sensors
for network intrusion detection, exploring SSL encryption, analyzing
traffic to detect attacks, exploiting Microsoft vulnerabilities, and
conducting live memory analysis.

The presentation concludes with Challenges, Career Skills obtained, a
Conclusion, and References.
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Module 1

Manual Vulnerability Analysis (on a test VM network)

The next three slides show:

1) Microsoft Windows Bulletin MS08-067 vulnerability,

2) Microsoft Windows Bulletin MS17-010 vulnerability; and,
3) Meterpreter Session Command Output.
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I\/I ft Strange read error from 192.188.177.13 (184 - "Connection reset by peer')

C rOSO Strange read orror from 192.168.177.13 (184 ‘Conncoction reset by peer')
Strange read error fron 192,168.177.13 (104 - ‘Connection reset by peer')
Nap scan report Tor 192.108.177.1)

W n d OWS Host 1% up (0.813% Latoncy).
Not shown: 586 closed ports
POR| STATL SLRVICL
. 21jtcp  open TEp
B L | ‘ etl n 23/tcp open telnet
25/cp  open snip

80ftcp open http

119/tcp copEn popld
MS08-067 i = =
139/tcp  cpon nothlos.-san

143/tcp open inap
445/ ep open nicrosofi-ds

vulnerability s w2 r

1027/¢cp open 115

This screenshot shows i b B el g S
thgt a vulnerability et acrTot Temdnsl
exists on the test VM. | srb-wuln ns08-067:

| VULNLRADLL:
Microsoft sdindouws systen vulnerable to remate code execution (nies-ee?)
State: VULNERARLE
105: CVL:CVE-2008-4230
The Server service in NMicrosoft windows 2808 SP4, XP SP2 and SPS, Server 2003 SP1 and S92,
Vista Cold and SP1, Server 2088, and 7 Pre-Beta allows renate attackers to execute arbitrary
code vie & crofted RPC request thet triggers the overflow during peth cenonicelizetion.

Pleclosure date: 2008 18- 23
References:

|
|
|
|
|
|
|
|
|
| htps://eve . sltre.org/cgl-bin/cvenmme. . cglinane=Cyve-2050-4258



HOST Script rosults:
| srb-win-n317-010:
VULNLRADLL:
Remote Code Fxecution vulnerabllity in Nicresoft SMiavi sorvers (ms17.816)
State: VULNERABLE
10s: CVL:CvL-2017-014)
Risk factor: HICH
A critical remote code execution vulnerablliity extsts in Microsoft SMBve

I\/I.Crosoft File Edit View Search Terminal Melp
studentubuntu: Jusr /ashare/nnap/acriptad nrap --script sab-vuln-nsi17-818.ns¢ 192.168.177.25

Not shown: 992 closed ports
A45/cp  open nicrosoflt-ds
401588/tcp open  unknawn

This screenshot shows :

|

|

|

|

| servers (nsl7-910).

|

|

|

|

|

|

Starting Nnap 7.60 ( https://nnsp.org ) ot 2023-01-08 03:44 PST
PORI STATL SERVICL
e 42152 /tcp open  unknawn
I\/l S 7 —O 1 O 49153/tcp open unknown
-t 19154/ lep
49156 /tcp open unknown
that a vulnerability

Windows wap scan Teporl for 19210811725
etin ) oo
open  unknuwn
vulnerability
exists on the test VM.

Disclosure date: 2017-03-14

References:
hitps://blogs. technet .nicrosoft . con/rsrc/2817/05/12/custorer -gulidance -Tor -aannacrypt -attacks/
https:j/technet.microsort.conj/en - us/llbrary/securtity/ns17 018.a5px
https://cve.mltre.org/cgl-bin/cvenane. . cglinene-CVL-2017-014)

Nnap done: 1 IP addreszs (1 host up) scanned 1n 1.54 seconds
studentubunte: fusr/share/nnep/scripts$



Meterpreter
session
command
output

This screenshot shows
the output of the
meterpreter session
commands.

File Edit View Search Terminal welp

rigelz/dinanifests /Microsoft-windows - 1 15-¥etabase-0L . man:
reglsterSOF dacs not wark

<l-« This nlginl secton was added post vista RIN,

DriverStore/FlleRepository/prnhpto2. inf ardod neutral 04d05d1f0a90ea24 /Ando4 /HPCSS00S . XML :
<data>hilp: / fawu, hp, confpost-enbed/ordersupplies-narapphace=vonbdarp;Product_NaneztP Color Laser et 9%

80« jdatas

DriverStore/FlleRepository/prnepsol.inf ardsd neutral f1fad21d2221e2¢7/And04/EPILGX00.CGPD: *BlockMacro: BN PS RPO

51 *N return posteard

DriversStaro/FLlcRepostitary/pracpRol. in?_axd6d_ncutral _f1ta821d4222102¢7 fAnd64 JEPSLGYEO . CPD:

ST *N quad postcard

Dv tverstore/t UleRepository/prnepsos, inf_ardod_neulral_92ed2d842ed3ddaes/Ando4 JLPILBS L, PD:

*X roturn pastcard

Dr tverStore/FlleRepostitory/prnepB03. inf ardtd neutral 92ed2ds8d2eddddes/Andc4 JEPBLBBIE.CPD:

51 *N qued posicerd

DriverStare/FllcRepositary/procagox. inf_axdsd_neutral _obB8842aa932d0100/And64 /CNRPRTL.CPD: *%

inting

*BlackMacro: BM_PS_QPO
*Block¥acro: BN_PS_RPO
*Block¥acro: BN PS QPO

- poster pr

Dr iverStore/t LleRepositlory/prnceox, inf_s=dod_neulrel ebt84200932d01ee/Ando4 /CNDPRIL.GPD: "% pusler prinling

DriverStare/FllcRepositary/procatox. inf_ard6d_neutral _obB8425a932d0100/And64 /CNRPRTY .CPD: *%

inting

- poster pr

Dr iverstorefi UleReposilory/prncedox, inf_a»doq neulrel ebtS84209532d01ee/Ando4/CNDPRIZ.GPD: "% pusler prinling

DriverStare/FlleRepostitary/oerprint. Anf_ardsd_neutral_21bdbefairarotie fandes [ TPPS . PPO!:
ostscript printer”

Dr iverStore/r UleRepositoryfoerpr int, inf_ardoq neutral 21bdboSella7ostefandos /1PPS. PPD;
ostscript printer”

DriverStore/FllcRepostitory/oerprint.int_ard6d_neutral 21bdbeoeirdtod8e fandGs /TPPS. PPO!:
ostscript printer”

DriverStoare/FlleRepositaryfoexprint. Inf_axdsd_neutral_21bdbefeirarooie /ande4 /Teps . pPo:
ppd,v 1.1.1.1 2080/88/24 19:23:13 gortiloul Exp S*.
Driverstore/flleRepositoryfoerprint. inf a7doq neutral 1c01babacbbileS0/andos/TPPS. PPD:
ostscript printer”
DriverStore/FllcRepostitary/oorprint.int_ard6d_ncutral_1c61babacbbd41090/andés /TPPS . PPO!:
ostscript printer”

DriverStore/FlleRepositoryfoerprint, inf_ardsd_neutral_1c61babacbbd1e90/ando4/10PS . PPOD:
ostscript printer”

Driverstore/FlleRepository/oerprint, inf ardtd neutral 1c6lbabacbbdleS0/ando4/TPPS.PPD:
Ppd,v 1.3.1.1 2080/88/24 19:23:13 goffioul Exp S°.
drivers/etcjsorvices: pop2 189/t cp pastatrice ahast Orfice
C:ANIndoas \systeni2>

C:\NLNdONS |\ SysTen3ds

*NodelNane: “Generic p
*Shor INLckNene: “"Generic p
*NickNare: “Ceneric p

*% End of "S1d: postscript

*ModelNane: “Generic p
*ShortNickNane: "Ceneric p
*Nlckhave: “Generic p

*% End of "51d: postscript

Protacol Verzton 2
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Module 2

Intrusion Analysis using Wireshark

The next two slides show a Basic Attack Analysis.



Basic attack analysis

1. Look at captures no. 20 and 22. (You can use the “Go” link at the top of the Wireshark screen to quickly go to a
specific capture) Both packets are ICMP traffic but there are subtle differences between them. Compare the
time-to-live and data field sizes in the two packets. What differences do you see?

64 for 20 and 128 for 22

Do a little Internet research to discover which operating systems use the specific values in their ping

commands. What operating system generated the echo request in capture 207

Inux, this iIs based on reviewing https:ostechnix.com/identify-operating-system-tti-ping

Review packet no. 37 and beyond, what do you think is taking place here?

a DDoS attack because there are multiple SYN packets being sent without
waiting for an ACK. You can see the request is repeated in lines 38, 39 and
probably the lines below as well.

i 30 25219 j_-l 1| ~| IH 2,160, &5 ] -:_' r.-l :| 1 = '_.'E:_I n| |-lq u u |-u,_:-.'g ||-|| 4 '«|: s5=140H
22846. What is sus rl"u-u:. about the ’rlacr F"ttlr'l"" in this ;-a- ket?

Look at captu re :

The flag represents an Urgent Pointer and what is suspicious is that the
checksum doesn’t match which is why it is unverified

g LI N T P T 7

(4 and 5 with capture 22846 continued on next slide)



Th|s is the capture from 22846

£ [
= Transmission Control Protocol, Src Portb: 34681, Dst Port: 1
Cource Porb: 34541
astinaticn Porb: 1484
[SCFEAm imnlas 11X5EA)

[TCP Segmedal L# m

SEQUEnce numleer | [Frelatlve sequence nunbe

[Mexl seguence number: ] i rela JE SEguenceE ramber )
Acknowledgment number: B

B1Ea1 . . = Hender Length: 28

v Flags: 8uwBB1 (FIM)
Window size wvalus: FE4EB

[Calculated window size: 2848

IWindow siFe scaling TRcLOF -1 (s

Checksun: Ox@%ss [umder iFi=d]
[Checksum Status: Unverifiad]
Urgent pointer; §

192.188.25.200 or 192.168.25.1
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Module 3

Open SSL

The next two slides show:
1) Creating and testing an SSL/TLS file; and,
2) The GET request and the decrypted SSL stream.
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This screenshot shows
the output of the GET
request in the Info
column.

‘Loapheck: o

s

_
— R

“T.1-1 .

52 AN
1HIR02%

LJ




Creating e
an SSL/TLS T e T
file cont’d TITER Smm o e B

This screenshot sows e —
the output of the
decrypted SSL stream.

A I Y TARATE S 1CRF T e PR E R T TP sA= TR IR ST D HE IR RS 7 A RT
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Module 4

Snort (open-source network intrusion detection system)

The next four slides show:

1) Testing Snort rules showing the transcript of a XMAS scan
alert,

2) the TCP packets generated by the XMAS scan,

3) the ping activity alert; and,

4) the ICMP packets generated by the ping activity.
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TeSting Snort :'_-'-.' T e e A1 501310 173 14947

e | Coarssciom 11 abe-srpcin 10T 150

ru |eS A 14 1A%, 1. 7. 1IN

w110 LR = 111
This is a screenshot of = Fone AT
the output showing the F=r Frn 1TAT

transcript of a XMAS
scan alert. Fir Ll ot




Testing
Snort rules
cont’d

This screenshot shows
the TCP packets
generated by the XMAS
scan.
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Snort rules N

This screenshot shows
the ping activity alert.
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Creating
Snort rules
cont’d

This screenshot shows
the ICMP packets
generated by the ping
activity.
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Module 5

Live Memory Analysis

The next three slides show:

1) Linux Processes with port 55000 open for both IPv4 and IPv6,
2) A Process Hacker with properties of the chosen process; and,
3) The Process Monitor with ifFaceName in the Path column and
data(Roman in the Detail column).



rootfrubantu: fearflog L1} -

I_InUX lle Edt vicw Search Termical Belp
1] 1487
Processes sot@ubuntu: fvarfloge Lsaf -L TCP
1MEAND Pl usfFE  Fio [YPE DFYICF L0FFJOFF MOOF RMANF
istend-r 393 systend-resolve 13u IPywd4 28435 okl TCP Localhost:doraln
‘LTISTEH)
This screenshot shows istgres 847 postgres Tu IPv4 33812 okl TCP Localkwost:postgr
port 55000 open for ﬂb (LISTEM { :
£ 1824 roal Ju  1Pv4  1%]41 oL TCP YIaAe0d (LI1S5TEN
both IPv4 and IPv6. :hid 1824 roaof dqu TPwis 39185 aotd TOP *:0880B {LISTEH]
farle 12H/ miy g U P4 1r48H BEH  TCP lacalkast caysgl
ISTEMD
sachs 2 1244 == 1 di TPus  3&GHD SEd TOP *":ihttp (LILTEN]
sgchez 1142 Wl - ks qu IPyd 342872 ol TCP *":http (LISTEK]
miche =144 Wifd - datn du  Thus SEdE2 BtA TIP *:http (LISTEN)
sachsz X1q4 wrd-tlala qu 1Py J&587 oLl TCP *:htitp (LISTEN]
aache2 =143 Wil - datn du TPws 3252 ot TP *:http (LISTEK]
adche? 5148 witd - 4l A qu  1Pwé  I8TH? BLH  TEP *:hilp (LISIER]
Jpsid 21064 Fooi Gu IPvwE SEEEH oE8 TOP 1ph6-localhostiip
(LI%TFR]
Jpsid 2144 ook Tu IPvw4 55558 otd TP Localkost:ipp (L
aTEHN]
-at 1982 roafk sy IPvyd FATIH oEl TOP v:55000 {LISTEM])
ut =42 oo Gu  Ifwd TF3ITZO etA TP *=:55888 {LISTEHM)

wmifeithon b fvar /i



Process i

B Symlem Idle Procoess (0) Progae lics
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Module 6

Firewall and Time-based Access

The next three slides show:

1) The output of the DMZ Route Table,

2) A successful ping from the Ubuntu Web VM and the DMZ
VM and,

3) Two time-based access rules in the FORWARD chain.



Time-based
Access

This slide shows the
output of the DMZ
Route Table.
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T —b d = P L P T
ime dS€ Rle Ede View Sparch Termial ®&cfp
o bytes From 172,360,850 lop_seq=2937 LL1=63 Lirwz5.09
ACCGSS & bytes trom 172.16.8.50: 1cwp seqe2908 ttle63 tine=d.S2

W bytes Tram 17296858 Lowp_seq=2989 ttl=6% tirne=4.1%

i bytes from 172.16.0.50: Low 2egeld10 ttledd tineaq.52

i “ hytes frarm 172.16.8.58: Loap_s0q=-2911 trl-63 time-3.74

This screenshot shows a 4 bytes from 172.16,0.50; lowp =eqe2912 LL1-63 tine-3.81

Wi byles From 172,106,850 lowp_seq-2919 LL1-63 Lirw-q4,.3]
Ubuntu Web VM and & bytes trom 172.16.8.58: 1cwp s0qe2915 ttl=63 tine=d.66
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<

<« 172.16.8.50 ping staristics ---
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IRIRARRERT

. 172.16.8.56 ping statistics -
. packets transattted, 3 received, 08 packe=t loss, Lire 2002Zns
‘tT mAnjavg/rax/xdov = 3.206/3.74373.082/6.324 ns
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Time-based
Access

This screenshot shows
two time-based access
rules in the FORWARD
chain.

rogkbgtowaspbwar ~ Ll -
Gl BdE Wiew Search Terminal Help

map done: 1 IF address (1 kost up) scanned 1n 29.57 seconds
tudentpubuntuz=% Sth reatgl 2>, 18,0, 55

ootRl172.16.0.50's passweard:
annection clefed by 172.168.8.58 part 22

tudentJubuntuz-% =zh rootgl?z, 18,8, 50
ant@j?l.iﬁ.H-EH's prssEard:

au have res nsil,
ast Loginm: Twe Febk T GBidié:id 2823
elcone to the OHASF Broken Meb Apps WM

1! This WM haz many serious security issues, We strongly recompend thet wou run
1t only an The "host anly” or "HAT" nobaork in the ¥ sottings L1

ou can access the web apps at http:/f172_16.6.5A8)

ou can adninister [ configure this machire through the console Bere, by SSHiRG
a 17716850, via Samba at S\1FF 16 8. 80%, or uwia phpayadebn at

ttp: ) f172.16.0.50phprwadredn.

n 4ll these cazes, you can use usernsme “rool® and pas@eord “owaszpbwest,

ol Poddsplad ;-



Challenges

|dentifying the proper login procedures.
Learning how to work with new programs.
Testing the additions at each stage.

Learning how to discover and analyze new data.



Career Skills

Manual Vulnerability Analysis on a test VM network.
Intrusion Analysis using Wireshark.

Open SSL by Creating and testing an SSL/TLS file.
Using Snort and Live Memory Analysis.

Firewall and Time-based Access.

Further developed basic and advanced computer sKkills.



Conclusion

| found learning how to configure firewall rules, deploying
Snort sensors for network intrusion detection, exploring SSL
encryption, analyzing traffic to detect attacks, exploiting
Microsoft vulnerabilities, and conducting live memory analysis
to be very educational. Cybersecurity is truly an excited field.

| feel this project will help me in the future.
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